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<?
| **

* hone. p

*

hp

* A sinple home page for these |ogin denos

*
* Davi d
* Conput
* Harvar
*/

/'l enabl e

session_s
?>

J. Mal an
er Science S-75
d Summer Schoo

sessi ons
tart()

<! DOCTYPE htm >

<htm >
<head>
<title>Ho
</ head>
<body>

me</title>

<hl1>Home</ hl>

<h3>

<? if (isset($_SESSION "authenticated"])) { ?>

You a
<br /

re | ogged in!
>

<a href="1 ogout. php">l og out</a>

<? } el
You a
<?} 7>
</ h3>
<br >
<b>Logi n
<ul >
<li><a
<li><a
<li><a
<li><a
</ul >
</ body>
</htm >

se { ?>
re not |ogged in!

Denos</ b>

href ="1 ogi n5. php" >ver si on
href ="1 ogi n6. php" >ver si on
href="10gi n7. php" >versi on
href ="1 ogi n8. php" >ver si on

b</a></1i>
6</a></1i>
7<la></1i>
8</a></1i>

| ectures/ 4/ src/l ogin/ hone. php
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<?

/**

* | ogi n5. php

* A sinmple login nodul e that checks a usernanme and password
* against a MySQL table with no encryption.

* David J. Mal an
* Conputer Science S-75
* Harvard Summer School

/'l enabl e sessions
session_start();

/'l connect to database
if (($connection = nysqgl _connect("", "", "")) === fal se)
die("Coul d not connect to database");

/'l sel ect database
i T (nysql _select_db("", $connection) === fal se)
di e("Coul d not sel ect database");

/1 if usernanme and password were submitted, check them
if (isset($_POST["user"]) && isset($_POST["pass"]))
{
/| prepare SQL
$sql = sprintf("SELECT * FROM users WHERE user='9%"",
nysql _real _escape_string($_POST["user"]));

/| execute query
$result = nysqgl _query($sql);
T ($result === fal se)
di e("Coul d not query database");

/'l check whether we found a row
it (nysqgl _numrows($result) == 1)
{
/'l fetch row
$row = nysql _fetch_assoc($result);

/'l check password

I ($row| "pass"] == $_POST["pass"])

{
/'l remenber that user's |logged in
$_SESSI ON[ "aut henticated"] = true;

/'l redirect user to hone page, using absolute path,

per
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/'l http://us2.php.net/manual / en/ function. header. php
$host = $_SERVER[ "HTTP_HOST"];

$path = rtrinm(dirname($_SERVER] "PHP_SELF"]), "/\\");
header (" Location: http://$host $pat h/ horme. php")

exit;

?>
<! DOCTYPE htmi >

<htm >
<head>
<title>Log In</title>
</ head>
<body>
<formaction="<?= $_SERVER] "PHP_SELF"] ?>" net hod="post">
<t abl e>
<tr>
<t d>User nane: </ td>
<t d>
<i nput nanme="user" type="text"></td>
</[tr>
<tr>
<t d>Passwor d: </t d>
<t d><i nput nanme="pass" type="password"></td>
</tr>
<tr>
<td></td>
<t d><i nput type="submt" value="Log In"></td>
</tr>
</tabl e>
</ fornp
</ body>
</htm >
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<?

/**

* | ogi n6. php

* A sinmple |l ogin nodul e that

* David J.
* Conmput er

Mal an
Sci ence S-75

* Harvard Summer School

/'l enabl e sessions

session_start();

/1 connect to database

i f (($connection

= nysql _connect("", "", "")) === fal se)

die("Coul d not connect to database");

/1 select

dat abase

i T (nysql _select_db("", $connection) === fal se)
die("Coul d not select database");

/1 if usernanme and password were submitted, check them
if (isset($_POST["user"]) && isset($_POST["pass"]))

{

/| prepare SQL

$sql

= sprintf("SELECT 1 FROM users WHERE user='9%"' AND pass='%"",
nysql _real _escape_string($_POST["user"]),

checks a usernane and password
* against a MySQL table with no encryption by asking for a binary answer.

nysql _real _escape_string($_POST[ "pass"]));

/| execute query

$resul t

I ($result
die("Could not query database");

= nysgl _query($sql);

=== fal se)

/'l check whether we found a row
it (nysqgl _numrows($result) == 1)

{

/'l remenber that user's |logged in
$_SESSI O\ "aut henticated"] = true;

/'l redirect user to home page,
/'l http://us2.php.net/manual / en/ functi on. header. php

$host
$pat h

$_SERVER] " HTTP_HOST" ] ;

rtrin(dirname($_SERVER "PHP_SELF"]), "/\\");

header (" Location: http://$host $pat h/ home. php") ;

exit;

usi ng absol ute path,

per

| ectures/ 4/ src/login/login6. php
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?>
<! DOCTYPE htmi >

<htm >
<head>
<title>Log In</title>
</ head>
<body>
<formaction="<?= $_SERVER] "PHP_SELF"] ?>" net hod="post">
<t abl e>
<tr>
<t d>User nane: </ td>
<t d>
<i nput nanme="user" type="text"></td>
</[tr>
<tr>
<t d>Passwor d: </t d>
<t d><i nput nanme="pass" type="password"></td>
</tr>
<tr>
<td></td>
<t d><input type="submt" value="Log In"></td>
</tr>
</tabl e>
</ fornp
</ body>
</htm >
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/**

* | ogi n7. php

* A sinmple login nodul e that checks a usernanme and password
* against a MySQL table with weak encryption (well, a weak hash).
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* David J. Mal an
* Conputer Science S-75
* Harvard Summer School

/'l enabl e sessions
session_start();

/1 connect to database
i f (($connection = nysql _connect ("",
die("Coul d not connect to database");

/1 sel ect database
it (nysql _select_db("", $connection) ===

die("Coul d not select database");

/1 if usernanme and password were submtted,

{
/| prepare SQL

$sql = sprintf("SELECT 1 FROM users WHERE user='%"' AND pass=PASSWORD(' ¥%s')",
nysql _real _escape_string($_POST["user"]),
nysql _real _escape_string($_POST[ "pass"]));

/| execute query
$result = nysqgl _query($sql);
it ($result === fal se)
die("Could not query database");

/'l check whether we found a row

it (nysqgl _numrows($result) == 1)

{
/'l remenber that user's |logged in
$_SESSI O\ "aut henticated"] = true;

/1 redirect user to home page, using absol ute path,
/'l http://us2.php.net/manual / en/ functi on. header. php

$host = $_SERVER] " HTTP_HOST"] :

$path = rtrinm(dirname($_SERVER] "PHP_SELF"]),
header (" Location: http://$host $pat h/ home. php") ;

exit;

check them
if (isset($_POST["user"]) && isset($_POST["pass"]))
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?>
<! DOCTYPE htmi >

<htm >
<head>
<title>Log In</title>
</ head>
<body>
<formaction="<?= $_SERVER] "PHP_SELF"] ?>" net hod="post">
<t abl e>
<tr>
<t d>User nane: </ td>
<t d>
<i nput nanme="user" type="text"></td>
</[tr>
<tr>
<t d>Passwor d: </t d>
<t d><i nput nanme="pass" type="password"></td>
</tr>
<tr>
<td></td>
<t d><input type="submt" value="Log In"></td>
</tr>
</tabl e>
</ fornp
</ body>
</htm >
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<?
/**
* | ogout . php
*
* A sinmple logout nodule for all of our |ogin nodul es
*
* David J. Mal an
* Conputer Science S-75
* Harvard Summer Schoo
*/
/'l enabl e sessions
session_start()
/'l del ete cookies, if any
set cooki e("user", "", time() - 3600)
set cooki e("pass", "", time() - 3600)
/'l 1og user out
set cooki e(session_nane(), "", time()
sessi on_destroy();
?>

<! DOCTYPE htmi >

<htm >
<head>
<title>Log Qut</title>
</ head>
<body>
<h1l>You are | ogged out!</hl>
<h3><a href ="homne. php" >hone</ a></ h3>
</ body>
</htm >

3600) ;
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<! DOCTYPE

htm PUBLI C

"-//WBC// DTD XHTM. 1.0 Transitional//EN'

"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht M 1-transi ti onal . dtd">

<htm xmn
<head>
<title
</ head>
<body>
<div a
<h1>
<?

?>
</ div>
</ body>
</htm >

s="http://ww. w3.org/ 1999/ xhtm ">

>Lol cat of teh Day</title>

lign="center" style="padding: 20px;">
Lol cat of teh Day</hl>

$xm = new Si npl eXMLEl ement (fil e_get_contents("http://feedproxy. googl e. comf | CanHasCheezbur ger ?f ormat =xm ")) ;

$i tem = $xm - >channel - >i tenf 0] ;

preg_match("/~.* - (.*)</", $item >description,

$alt = htnl special chars($matches[ 1], ENT_QUOTES);

$link = $item >link;

$mat ches) ;

foreach ($item >children("http://search.yahoo.com nrss/") as $content)

{

$attributes = $content->attributes();
$src = $attributes["url"];

}
print("<a href="{$link}'><ing alt="{$alt}’

border='0'

src='{$src}’

[ ></a>");
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